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ABSTRACT

Blockchain and cryptography are rapidly transforming global industries, yet literacy in these
fields remains uneven, particularly among students. This article explores the state of blockchain
and cryptography literacy within educational contexts, highlighting gaps, effective pedagogical
strategies, and barriers to widespread adoption. The findings indicate that student knowledge
levels vary significantly, with secondary education showing minimal exposure, while higher
education programs achieve better outcomes in specialized fields like computer science.
Effective teaching methods, such as project-based learning (PBL) and gamification, have been
instrumental in demystifying complex concepts. However, challenges persist, including a lack
of trained educators, resource constraints, and ethical and environmental concerns surrounding
blockchain technologies. Addressing these issues requires integrating ethics into curriculums,
promoting environmentally friendly practices, and leveraging global partnerships to bridge
socioeconomic divides. By implementing these strategies, education systems can equip
students with the necessary skills to navigate and innovate within the digital economy
responsibly. This article concludes with recommendations for future research and action to
enhance blockchain and cryptography literacy globally.
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ABSTRAK
Blockchain dan kriptografi dengan cepat mengubah industri global, namun literasi di bidang
ini masih belum merata, khususnya di kalangan pelajar. Artikel ini membahas status literasi
blockchain dan kriptografi dalam konteks pendidikan, menyoroti kesenjangan, strategi
pedagogis yang efektif, dan hambatan terhadap adopsi yang meluas. Temuan menunjukkan
bahwa tingkat pengetahuan pelajar sangat bervariasi, dengan pendidikan menengah
menunjukkan paparan minimal, sementara program pendidikan tinggi mencapai hasil yang
lebih baik dalam bidang khusus seperti ilmu komputer. Metode pengajaran yang efektif,
seperti pembelajaran berbasis proyek (PBL) dan gamifikasi, telah berperan penting dalam
mengungkap konsep yang kompleks. Namun, tantangan tetap ada, termasuk kurangnya
pendidik terlatih, keterbatasan sumber daya, dan masalah etika dan lingkungan seputar
teknologi blockchain. Mengatasi masalah ini memerlukan integrasi etika ke dalam
kurikulum, mempromosikan praktik ramah lingkungan, dan memanfaatkan kemitraan global
untuk menjembatani kesenjangan sosial ekonomi. Dengan menerapkan strategi ini, sistem
pendidikan dapat membekali siswa dengan keterampilan yang diperlukan untuk menavigasi
dan berinovasi dalam ekonomi digital secara bertanggung jawab. Artikel ini diakhiri dengan
rekomendasi untuk penelitian dan tindakan di masa mendatang guna meningkatkan literasi
blockchain dan kriptografi secara global.
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1. INTRODUCTION

Blockchain and cryptography, core pillars of digital transformation, are reshaping
industries and enabling secure transactions across various sectors. As these technologies gain
prominence, their integration into educational curriculums has become increasingly crucial.
Literacy in blockchain and cryptography equips students with essential skills to navigate
emerging fields such as cybersecurity, decentralized finance, and data integrity, thereby
preparing them for a technology-driven future[1][2].

This literature review aims to explore the state of literacy on blockchain and
cryptography among students, examining the pedagogical approaches, existing knowledge
gaps, and opportunities for curriculum development. It will primarily focus on research
conducted over the past decade, highlighting studies from global and regional contexts, with
particular emphasis on secondary and tertiary education settings[3][4].

Key terms such as "blockchain," "cryptography," and "digital literacy" will be defined
to ensure conceptual clarity. The review is organized as follows: the Theoretical Framework
section outlines the foundational theories and historical context; the Methodologies section
elaborates on the research methods analyzed; the Review of Key Themes delves into major
findings and ongoing debates; and the final section provides conclusions and recommendations
for future research.

2. THEORETICAL FRAMEWORK
2.1. Key Theories and Models in Blockchain and Cryptography Literacy
The foundation for understanding blockchain and cryptography literacy lies in the

integration of pedagogical theories and technological models. Key frameworks and theories

relevant to this field include:

1. Technology Acceptance Model (TAM):
TAM explores factors influencing an individual's acceptance and use of new technology.
For blockchain literacy, TAM identifies perceived usefulness (how blockchain can
enhance future career prospects) and perceived ease of use (the accessibility of blockchain
concepts in education) as critical determinants. Educational tools that simplify
cryptographic principles are essential for fostering student engagement and
comprehension[5][6].

2. Constructivist Learning Theories:
Blockchain education aligns with constructivist principles, emphasizing active learning
and real-world problem solving. Students construct knowledge by engaging in hands-on
activities, such as designing smart contracts or analyzing blockchain transactions. This
approach ensures a deeper understanding of abstract concepts like cryptographic
algorithms and decentralized systems[7][8].

3. Digital Literacy Frameworks:
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Broader frameworks for digital literacy, such as the DigComp (Digital Competence
Framework), provide guidelines for fostering blockchain-specific competencies. These
include technical skills (e.g., understanding hash functions) and critical evaluation (e.g.,
analyzing the trustworthiness of blockchain applications)[9][10].

Each of these models underscores the importance of creating educational environments
that not only deliver technical knowledge but also encourage critical thinking and practical
application. By linking blockchain and cryptography education to established theoretical
models, educators can better design curricula that align with student needs and industry
demands.

2.2. Historical Perspectives
The historical evolution of blockchain and cryptography literacy reflects the growing
role of digital technologies in education and society.
1. The Origins of Cryptography in Education:
Cryptography has long been integral to computer science education, rooted in the study of
secure communication techniques. Early curriculums focused on classical ciphers, such as
Caesar and Vigenere, evolving to include modern encryption methods like RSA and AES
as digital communication expanded in the 20th century. These advancements laid the
groundwork for blockchain technology, which relies on cryptographic principles for data
security and integrity[11][12].
2. Emergence of Blockchain Literacy:
The concept of blockchain literacy began gaining prominence in the 2010s with the
widespread adoption of cryptocurrencies like Bitcoin. Educational initiatives initially
targeted higher education and specialized technical training, focusing on blockchain’s
applications in finance and cybersecurity. Over time, secondary education programs began
incorporating blockchain concepts to promote early digital literacy, reflecting its growing
societal relevance[13][14].
3. Integration into Broader Digital Competence Movements:
By the late 2010s, blockchain literacy became part of broader digital competence
frameworks, such as the European Union’s DigComp framework. These initiatives
emphasize the importance of understanding decentralized systems and cryptographic
security alongside other digital skills, such as data literacy and coding, to prepare students
for emerging technological trends[15].
This historical trajectory highlights how blockchain and cryptography education has
transitioned from niche technical topics to essential components of digital literacy, reflecting
their critical role in contemporary technology-driven economies.

2.3. Influential Scholars and Key Debates

The field of blockchain and cryptography literacy has been profoundly influenced by
contributions from prominent scholars, groundbreaking research, and pivotal debates that
continue to shape its trajectory. Satoshi Nakamoto’s 2008 whitepaper *Bitcoin: A Peer-to-Peer
Electronic Cash System* laid the foundational framework for blockchain technology, sparking
both academic inquiry and practical implementation in various industries[16]. This work
established blockchain’s decentralized structure as a cornerstone for secure digital transactions.
Similarly, cryptography pioneer Jean-Jacques Quisquater has made significant contributions to
the understanding of cryptographic protocols, advancing secure systems that underpin
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blockchain technologies[17]. On the educational front, researchers like Dr. Karen Renaud have
emphasized the importance of integrating cybersecurity principles, including cryptography,
into academic curriculums. Her work highlights the critical role of early literacy in preparing
students for careers in the digital economy][18].

Key debates and controversies further enrich the dialogue around blockchain and
cryptography education. One prominent issue is access and equity, as the lack of infrastructure
and trained educators often limits learning opportunities, particularly in under-resourced
educational systems. Critics argue that this digital divide creates barriers to equitable
participation in the blockchain economy[19][11]. Another ongoing debate revolves around the
balance between theoretical and practical knowledge. While some educators stress the
importance of mastering cryptographic theories to build a solid foundation, others advocate for
hands-on experiences with tools like Ethereum and Hyperledger to prepare students for real-
world applications[8][14]. Additionally, the ethical and privacy implications of blockchain
technology pose significant challenges. Issues such as data privacy and the environmental
impact of blockchain operations call for a reevaluation of how these concerns are addressed
within educational frameworks[17].

In response to these challenges, collaborative initiatives are working to shape the future
direction of blockchain and cryptography literacy. Partnerships between academia, industry,
and government have emerged as a vital force in defining best practices. Programs such as the
European Union's Blockchain Observatory and industry-academic collaborations aim to
promote widespread literacy while addressing systemic challenges in access, infrastructure,
and curriculum design[12]. These efforts illustrate the evolving dialogue among stakeholders
and the pressing need to align educational practices with societal and technological trends. This
dynamic interplay between theoretical insights, practical applications, and ethical
considerations underscores the complexity of advancing blockchain and cryptography literacy.
It reflects a collective effort to prepare students and professionals for meaningful participation
in the ever-expanding digital landscape.

3. METHODOLOGIES

The methodologies employed to analyze blockchain and cryptography literacy among
students rely on systematic and structured approaches to reviewing and synthesizing existing
research. A key methodology used in this context is the Systematic Literature Review (SLR),
which is instrumental in ensuring a comprehensive and unbiased synthesis of relevant studies.
The SLR framework is designed to identify, evaluate, and synthesize existing literature,
particularly studies related to blockchain and cryptography literacy. This approach not only
enables the identification of gaps in the current body of knowledge but also highlights emerging
trends and issues. The first step in the SLR involves the identification of relevant studies by
searching academic databases such as IEEE Xplore, ScienceDirect, and SpringerLink using
predefined keywords like "blockchain education," "cryptography literacy," and "digital skills
in students." Inclusion criteria are then established, focusing on publications from the last
decade, studies that directly address student literacy, and those that demonstrate a strong
methodological quality[9][10].

Central to the SLR process is the PRISMA (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses) methodology, which structures the review into four key phases:
identification, screening, eligibility, and inclusion. In the identification phase, relevant studies
are located through rigorous database searches based on predefined keywords. Efforts are made

554



Prosiding ISSN: XXXXX

Seminar Nasional & Konsorsium Universitas 17 Agustus 1945 Se-Indonesia VI 2024

to ensure geographic diversity in the sources included, avoiding potential bias towards studies
from specific regions[8][10]. During the screening phase, duplicate studies are removed, and
abstracts are reviewed to ensure alignment with the research focus on blockchain and
cryptography literacy. Studies that discuss digital literacy in general but omit blockchain or
cryptography are excluded from the review[10][11]. In the eligibility phase, full-text articles
are assessed based on criteria such as methodological rigor, relevance to educational settings,
and the inclusion of student-specific outcomes. Only those studies that meet these criteria are
considered eligible for inclusion in the final synthesis[9][11].

The final inclusion phase involves synthesizing the selected studies to extract and
categorize key themes such as pedagogical approaches, student engagement, and the
integration of blockchain and cryptography into educational curriculums. Data extraction is
done systematically, categorizing information about study objectives, participant
demographics, research methodologies, and key findings. This data categorization facilitates
the thematic analysis and comparison of different studies, allowing for a more in-depth
understanding of the trends in blockchain and cryptography education. Tools like NVivo are
used for qualitative analysis, enabling researchers to identify recurring themes and trends
across the reviewed literature[ 11]. These methodologies ensure that the literature review is both
exhaustive and structured, providing a reliable foundation for identifying gaps in knowledge
and opportunities for further research in the field of blockchain and cryptography literacy.

4. REVIEW OF KEY THEMES/FINDINGS:
4.1. Major Findings and Contributions

The literature on blockchain and cryptography literacy reveals several significant
findings. Firstly, many students demonstrate minimal exposure to these concepts, particularly
at the secondary education level, where foundational knowledge remains underdeveloped.
Conversely, higher education institutions, especially those with programs in computer science
or related fields, report better literacy outcomes, reflecting the targeted integration of these
topics within specialized curriculums[8][15].

Effective pedagogical strategies have emerged as critical to enhancing understanding
and engagement. Project-Based Learning (PBL), for example, allows students to engage with
blockchain concepts by developing real-world applications, such as designing smart contracts
or building decentralized apps. These hands-on projects facilitate a practical grasp of otherwise
complex theoretical constructs[9][17]. Additionally, gamification strategies, including
cryptography puzzles and interactive blockchain-based games, have proven effective in making
the learning process more engaging and accessible, particularly for younger audiences[18].

Despite these advancements, significant barriers hinder the widespread adoption of
blockchain and cryptography education. A lack of adequately trained educators and insufficient
educational resources present challenges, particularly in resource-constrained settings.
Moreover, ethical and environmental concerns associated with blockchain technology, such as
its high energy consumption, may dissuade institutions from incorporating it into their
curriculums[19]. These findings underscore the need for targeted strategies to bridge
knowledge gaps, expand access to effective teaching tools, and address broader systemic
challenges.

One significant ethical issue centers on the decentralized nature of blockchain and its
potential for misuse. For instance, while blockchain promotes transparency and security, critics
argue that it could also facilitate unethical behaviors, such as money laundering or the
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proliferation of illicit content[3][7]. Educators face challenges in teaching students the dual-
use nature of these technologies while instilling a sense of ethical responsibility.

Moreover, there is an ongoing debate on data privacy versus transparency.
Blockchain's immutability, while beneficial for security, can conflict with individuals' rights to
modify or delete personal data, as highlighted by laws like the General Data Protection
Regulation (GDPR) in Europe. Integrating these discussions into educational curriculums can
prepare students to address such dilemmas in their professional lives[10]. The energy-intensive
nature of blockchain, particularly proof-of-work (PoW) mechanisms, has raised concerns about
its sustainability. Studies estimate that Bitcoin alone consumes energy comparable to that of
small countries, prompting questions about whether promoting blockchain in educational
projects aligns with broader environmental sustainability goals[9]. While some advocate for
emphasizing newer, greener consensus mechanisms, such as proof-of-stake (PoS) or delegated
proof-of-stake (DPoS), others argue that the focus should be on alternative ways to integrate
blockchain into education without heavily relying on mining-based projects[11].

The unequal distribution of resources exacerbates barriers to blockchain education
globally. Schools in low-income regions often lack the technology and expertise needed to
incorporate blockchain and cryptography into their curriculums. This disparity risks widening
the digital divide, leaving students from resource-constrained settings at a significant
disadvantage in a blockchain-driven world[10][11]. Addressing the challenges of blockchain
and cryptography education requires a multifaceted approach that integrates ethical awareness,
environmental sustainability, and equitable access. One significant strategy is embedding ethics
into educational curriculums through case-based learning and interactive exercises. For
instance, real-world case studies, such as the misuse of cryptocurrencies for illicit activities,
enable students to critically evaluate blockchain’s dual-use potential. Role-playing activities,
where students assume the roles of developers, regulators, or ethicists, provide an engaging
way to explore conflicts like balancing transparency with privacy. Partnerships with experts in
ethics and law can further enrich these curriculums, equipping students to navigate the moral
complexities of blockchain technology responsibly[9][13].

To align blockchain education with sustainability goals, focusing on environmentally
friendly practices is essential. Educators can introduce low-energy consensus mechanisms like
proof-of-stake (PoS) as alternatives to energy-intensive proof-of-work (PoW) systems, using
Ethereum's transition as a practical case study. Simulated blockchain environments, such as
Hyperledger Fabric, offer a cost-effective way to teach blockchain applications without
contributing to carbon emissions. Additionally, encouraging student-led projects that aim to
reduce blockchain’s environmental impact can foster innovation and sustainability
awareness[14][12]. Addressing socioeconomic barriers is another critical area of focus.
Governments and policymakers can bridge the digital divide by funding infrastructure and
training programs for underserved schools. Global partnerships involving tech companies, non-
profits, and academic institutions can facilitate the distribution of open-source blockchain
platforms, ensuring broader accessibility. Mobile-friendly learning platforms and massive open
online courses (MOOCs) offer scalable solutions to reach remote and resource-constrained
areas, democratizing access to blockchain education[12][16].

Public-private collaborations further enhance educational opportunities by fostering
mentorship and resource sharing. Industry experts can mentor students through hackathons and
workshops, providing practical exposure to blockchain technologies. Companies could donate
hardware, software licenses, or cloud computing resources to schools and universities, enabling
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students to engage in hands-on learning regardless of their financial circumstances[8][14]. By
implementing these strategies, education systems can overcome current challenges and create
a foundation for widespread blockchain literacy. Such efforts would prepare students to address
ethical dilemmas, innovate sustainably, and contribute meaningfully to the rapidly evolving
digital economy.

4.2. Ongoing Debates in the Field

Ongoing debates in blockchain and cryptography education reveal a dynamic field
grappling with significant pedagogical challenges. One central issue is the standardization of
curriculum, where experts are divided on whether a universal framework should guide
instruction or whether programs should be customized to fit local and institutional needs.
Proponents of standardization argue that it ensures consistency in skill development across
various regions and institutions, thereby facilitating a globally comparable workforce. In
contrast, advocates for flexibility emphasize the importance of adapting curricula to regional
priorities, technological infrastructure, and student demographics to make the education more
relevant and effective[10][11].

Another prominent debate revolves around the role of ethics and sustainability in the
curriculum. Blockchain technologies, particularly those relying on energy-intensive consensus
mechanisms like proof-of-work, have sparked concerns about their environmental impact.
Scholars emphasize the importance of embedding ethical education in blockchain and
cryptography programs to sensitize students to the societal implications of these technologies.
This involves exploring topics such as data privacy, energy consumption, and equitable access,
ensuring students are not only technically proficient but also socially conscious
innovators[9][11].

A third challenge lies in balancing technical depth with accessibility. Advanced
cryptographic algorithms and blockchain protocols are essential for students pursuing STEM
fields, but they can create barriers for non-technical learners. This tension underscores the need
for tiered learning approaches that offer foundational insights for broader audiences while
providing deeper, more rigorous training for specialized cohorts. The ability to strike this
balance is critical to fostering widespread blockchain literacy while nurturing expertise within
technical disciplines[10][11]. These debates underscore the complexity of integrating
blockchain and cryptography education into mainstream curriculums and highlight the need
for collaborative solutions that align with global, ethical, and educational objectives.

4.3. Emerging Areas and Trends

The application of blockchain technology has expanded significantly beyond
cryptocurrencies, with recent studies emphasizing its growing role in various domains such as
supply chain management, digital identity verification, and healthcare. These areas of
application have started to influence educational frameworks, particularly in how blockchain
concepts are introduced and contextualized within interdisciplinary curriculums[8][9]. For
example, digital identity systems powered by blockchain are being explored for secure student
data management, while supply chain case studies are being integrated into business and
technology courses to illustrate practical use cases.

Another emerging trend is the integration of artificial intelligence (AI) with blockchain
technology. This convergence is viewed as a critical area for preparing students for future
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technological advancements. Scholars advocate for embedding this topic into curriculums to
provide learners with insights into how these technologies can enhance automation, data
security, and decision-making processes[9][10]. For instance, the combined potential of Al for
predictive analytics and blockchain for secure data storage offers a robust framework for
innovation in various industries, which educators can leverage as part of their teaching
strategies.

Furthermore, decentralized learning models enabled by blockchain technology are
gaining traction as innovative tools for education. Platforms utilizing blockchain for
decentralized credentialing allow students to maintain control over their academic records,
ensuring security and portability. Additionally, personalized learning pathways facilitated by
blockchain-based systems offer tailored educational experiences, addressing the unique needs
and aspirations of individual learners[10][11]. These platforms demonstrate the potential of
blockchain to transform traditional education systems into more flexible, learner-centric
environments. This thematic exploration underscores the multifaceted potential of blockchain
and cryptography literacy. As these emerging areas continue to evolve, they pave the way for
targeted interventions in education and provide valuable directions for future research and
curriculum development.

5. CONCLUSIONS AND FUTURE RESEARCH RECOMMENDATION

The exploration of blockchain and cryptography literacy among students highlights the
growing need to equip the younger generation with relevant skills for navigating a digital and
decentralized world. The current state of literacy, particularly in early and secondary education,
remains limited, with notable advancements observed in tertiary institutions focusing on STEM
disciplines. However, the interdisciplinary nature of these technologies requires an approach
that integrates technical proficiency with a deep understanding of their societal implications.

Innovative pedagogical strategies, such as gamification, project-based learning, and
virtual labs, have shown promise in enhancing engagement and comprehension. Despite these
advancements, the unequal accessibility of such tools globally remains a significant challenge.
Additionally, barriers like limited educator training, resource availability, and curriculum
standardization further impede progress. Ethical and environmental concerns related to
blockchain technology also demand attention to ensure responsible adoption within educational
frameworks.

Future research must focus on developing standardized curriculums tailored to regional
contexts, creating scalable teaching tools for under-resourced areas, and incorporating ethical
considerations into blockchain and cryptography education. Interdisciplinary collaborations
involving educational institutions, industry, and governments will be crucial in aligning
academic efforts with real-world demands. Longitudinal studies on the impact of these
educational interventions could provide insights into their effectiveness in preparing students
for careers in technology-driven sectors. Addressing these priorities will be vital in fostering a
generation capable of leveraging blockchain and cryptography responsibly and innovatively.
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