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Abstract 

 
The digital payment system has revolutionized financial transactions, offering 
various methods such as mobile payments, contactless transactions, and 
blockchain-based solutions. This literature review critically examines the 
current trends and challenges in digital payment systems. The study employs 
a comprehensive review methodology to analyze key trends, including the 
rapid growth of mobile payments, the adoption of contactless payments, the 
role of cryptography and blockchain, and the evolution of cross-border 
payments and digital remittances. Key challenges identified include data 
security and privacy, regulatory compliance, financial inclusion, and 
interoperability. The results highlight the need for technological innovation, 
stakeholder collaboration, enhanced financial literacy, and supportive 
regulatory frameworks to address these challenges and maximize the 
potential of digital payment systems. 

 
Keywords: digital payment system, mobile payments, contactless payments, 
blockchain, cross-border payments, data security, financial inclusion, 
interoperability. 

 
 
INTRODUCTION 
Background behind  

Revolution digital technology has change almost every aspect life us, 
including method We do transaction finance. System digital payments, which 
enable the transfer of funds online electronic without involves cash physical, has 
become norm new in landscape modern finance. Progress This driven by 
development fast technology mobile, internet, and infrastructure 
telecommunications. (Dahlberg et al., 2015; Gomber et al., 2018). 

Adoption system digital payments have increase in a way exponential in a 
number of year Lastly, driven by trends like e-commerce growth, increase 
smartphone penetration, and demand consumer will comfort and efficiency. Form 
increasingly digital payments popular covers wallet mobile, mobile payments, peer-
to-peer funds transfer, and various method other online payments. ( Paypers, 2021; 
Worldpay, 2022). 

Although offer Lots benefits, such as convenience, speed, and access more 
finances wide, system digital payments are also facing a number challenges and 
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risks. Issues like data security, privacy, regulation, and inclusion finance has 
become attention main for regulators, industry and consumers (Ramus et al., 2018; 
Koenig-Lewis et al., 2022). 

security and privacy is one of the challenge biggest in system digital 
payments. With increasing amount online transactions and exchange of sensitive 
data, risks theft identity, fraud, and attacks cyber become more tall. Adequate 
protection to threat This becomes very important For maintain trust consumers and 
sustainability system. ( Makhdoomi & Mehmood, 2019; Shayah & Tomar, 2022). 

Besides the, landscape regulations are complex and diverse in various 
jurisdiction has become challenge separately. Regulators must guard balance 
between push innovate and protect consumers, as well ensure obedience to anti- 
money laundering regulations and Know Your Customer (KYC) requirements. 
(Brito & Castillo, 2013; Romānova et al., 2018). 

Inclusion finances are also issue important in system digital payments. 
Although technology This potential increase access finance for underpopulation 
underserved, challenge like infrastructure that does not adequate, limitations digital 
literacy, and high costs Still become barrier for part public. ( Ozili, 2018; Mazer & 
Rowan, 2021). 

On the other hand, trends like cryptography and blockchain have open 
opportunity new in system digital payments. Blockchain technology offers solution 
decentralization, transparency, and more security tall in transaction finance. 
However, adoption and regulation technology This Still in stage early and needy 
study more continued.Other challenges faced by the system digital payments are 
interoperability and standardization. With many method payment and provider 
Different services are required uniform standards and protocols For ensure 
compatibility and seamless integration in ecosystem complex digital payments. 
(Bai et al., 2020; Rahi et al., 2022). 

In context this, be important For do review comprehensive and critical 
literature about trends and challenges latest in system digital payments. Study This 
will give valuable insight for maker policy, regulators, industry, and academia For 
understand developing landscape this and identify areas of need attention more 
carry on. With consider significance and impact system digital payments on life 
everyday, this literature review aim For give complete picture about topic this, map 
development latest, analyze challenges faced, and explore opportunity For solutions 
and improvements in the future. ( Mallat, 2007; Dahlberg et al., 2022). 
Formulation Problem 

1. How trends and challenges latest in system digital payments can identified 
and analyzed ? 

2. What just trend main in system digital payments, incl mobile 
payment, payment without touch, use of blockchain, as well payment cross 
limit  and digital remittances ? 

3. What challenge main problem faced in implementation system digital 
payment, like data security and privacy, compliance regulation, inclusion 
finance, and interoperability ? 
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4. How innovation technology, collaboration between holder importance, 
increase  literacy finance, and framework supportive regulations can 
overcome challenge - challenge the. 

Objective Study 
1. Study This aim For do review comprehensive and critical literature to trends 

and challenges latest in system digital payments. 
2. study This aim For identify and analyze trend main driving force adoption 

and innovation in system digital payments, such as mobile payments, 
payments without touch, cryptography and blockchain, as well as payment 
cross limit. With understand trend this, research can give view to front about 
future direction of the industry 

3. study this is also purposeful For explore challenge main problem faced by 
the system digital payments, such as data security and privacy, regulation 
and compliance, inclusion finance, as well interoperability and 
standardization. With analyze challenge this, research can identify areas of 
need attention more carry on from holder interest. 

4. study this is also purposeful For give recommendations and practical advice 
for maker policy, regulators, industry, and academia in face challenge and 
exploit opportunity in system digital payments. Recommendation This can 
covers innovation technology, collaboration between holder interests, 
education, and supporting policies. 
 

Scope and Limitations 
Study This will focuses on review literature related system digital payments 

in context finance retail and transactions consumer. Although system digital 
payments are also used in context business and corporate, research This will limit 
room its scope is sectoral consumer For give more analysis focused. In matter scope 
geographic, research This will covers literature from various regions around the 
world for give global perspective on trends and challenges in system digital 
payments. However, research will more focuses on countries with level adoption 
and development system significant digital payments. 

Besides that, research This will limit yourself on review literature from 
sources reliable and quality high, like journal academic, report industry, 
publications government, and sources leading other. Sources This will chosen based 
on strict criteria For ensure validity and reliability information obtained. 

Although study This will covers various aspect related system digital 
payments, limitations time will applied For ensure relevance and topicality 
findings. Therefore that, research This will focus on published literature in period 
time certain, for example in 5-10 years lastly, for catch development latest in field 
This. 

With explain objective research and space scope as well as clear boundaries, 
reader will own more understanding Good about focus and expected contribution 
from this literature review. 
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Overview References  
Understanding 

System digital payments have experience transformation significant in a 
number of year Lastly, driven by progress technology and change behavior 
consumer. According to Dahlberg et al. (2015), digital payments are defined as a 
transfer of value in form of digital money between buyers and sellers through 
channel electronic. Form increasingly digital payments popular covers wallet 
mobile, mobile payments, peer-to-peer funds transfer, and various method other 
online payments (Worldpay, 2022). 
 
Train 

One of trend main in system digital payments are growth mobile payments. 
With increasing smartphone penetration and internet connectivity, payments 
through application mobile become the more popular among consumers ( Paypers, 
2021). Research by Ramus et al. (2018) shows that factors like convenience usage, 
perceived usefulness, and perceived security influence adoption mobile payments 
by consumers. 

Besides that is, adopt payment without touch (contactless) is also increasing 
rapidly, esp during COVID-19 pandemic due to reason hygiene and efficiency 
(Koenig-Lewis et al., 2022). Technology such as Near Field Communication (NFC) 
and Quick Response (QR) codes make it possible payment without safe and 
practical touch ( Ghurair et al., 2022). Another emerging trend is use cryptography 
and blockchain technology in system digital payments. Blockchain offers solution 
decentralization, transparency, and more security tall in transaction finance 
(Natarajan et al., 2017). Although Still in stage Early, the use of cryptocurrencies 
and blockchain payments continues developing ( Kshetri, 2021). 

 
Challenge 

In context globalization, cross-border payments and digital remittances are 
also becoming the more important. With utilise digital technology, costs and times 
of transfers between countries can reduced in a way significant ( Ozili, 2018). 
However, challenges in matter regulation, security, and interoperability Still need 
overcome For facilitate payment cross smooth boundaries ( Brito & Castillo, 2013). 
On the other hand, data security and privacy still become challenge main in system 
digital payments. With increasing amount online transactions and exchange of 
sensitive data, risks theft identity, fraud, and attacks cyber become more high ( 
Makhdoomi & Mehmood, 2019; Shayah & Tomar, 2022). Adequate protection to 
threat This becomes very important For maintain trust consumers and sustainability 
system. 

Other challenges faced is landscape regulations are complex and diverse in 
various jurisdiction. Regulators must guard balance between push innovate and 
protect consumers, as well ensure obedience to anti- money laundering regulations 
and Know Your Customer (KYC) requirements ( Romānova et al., 2018). This 
matter can become obstacle for provider service digital payments in operation cross 
limit. 



Proceeding International Conference on Economic Business 
Management, and Accounting (ICOEMA)-2024 
Program Studi Doktor Ilmu Ekonomi  
Universitas 17 Agustus 1945 Surabaya-2024  
  

 

351 
 

Inclusion finances are also issue important in system digital payments. 
Although technology This potential increase access finance for underpopulation 
underserved, challenge like infrastructure that does not adequate, limitations digital 
literacy, and high costs Still become barrier for part society (Mazer & Rowan, 
2021). Effort For overcome gap This become priority for maker policy and industry. 
Besides that, interoperability and standardization also become challenge in 
ecosystem increasingly digital payments complex. With many method payment and 
provider Different services are required uniform standards and protocols For ensure 
compatibility and smooth integration (Marquez- Barja et al., 2021). Collaboration 
between holder interest become key For overcome problem This. 

In face challenge here, some researcher emphasize importance innovation 
technology, collaboration between holder interests, education, and supporting 
policies (Bai et al., 2020; Rahi et al., 2022). For example, Mallat (2007) proposes 
adoption technology new like biometrics and technology identification For increase 
security digital payments. While Dahlberg et al. (2022) highlight importance 
adaptive regulation and approaches holistic For facilitate development system 
sustainable digital payments. 

 
METHOD 

a. Search Strategy Literature 
For do review comprehensive literature, search strategy systematic and 
structured literature will used. Search will carried out on academic 
databases leading such as Scopus, Web of Science, IEEE Xplore, and 
Google Scholar (Snyder, 2019). Relevant keyword combinations like " 
system digital payments,” “ trends digital payments ”, “ challenges digital 
payments ”, and variations related will used For identify related studies with 
topic study This. Besides that, search will also carried out on other sources 
such as report industry, publications government, and organizational 
websites leading to discuss issues related system digital payments (Xiao & 
Watson, 2019). This will ensure that review literature covers broad 
perspective from academics, practitioners, and makers policy. 

b. Criteria Inclusion and Exclusion 
For guard relevance and quality included studies in review literature, criteria 
strict inclusion and exclusion will applied. Criteria inclusion covers 
published studies in journal reputable, conference, or books that undergo a 
peer-review process ( Liberati et al., 2009). Published studies in period time 
certain, for example 5-10 years lastly, will also takes priority For ensure 
novelty findings. Criteria exclusion will covers studies that do not relevant 
with topic research, study with quality methodological low, or studies that 
do not available in Language English or Indonesia (Moher et al., 2009). 
Besides that's it, that's just a study available in form abstract or a poster will 
too issued from review literature. 

c. Data Selection and Extraction Process 
Selection process studies will done in two stage. Stage First involve filtering 
beginning based on title and abstract For identify relevant studies ( Booth et 
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al., 2016). Stage second involve evaluation text complete passed study from 
stage previously For ensure suitability with criteria inclusion and exclusion. 
After relevant studies identified, the data extraction process will done For 
gather information important such as study details ( author, year 
publications, journals ), methods used, findings main, and contribution to 
topic research (Moher et al., 2009). This data will collected in form 
structured data extraction For facilitate systematic analysis and synthesis. 

d. Framework Conceptual : Variables and Indicators 
In study this, framework conceptual will developed For map variable main 
and indicator related trends and challenges in system digital payments. 
Variable the main thing will be explored covers adoption digital payments, 
security and privacy, regulation and compliance, inclusion finance, and 
interoperability (Dahlberg et al., 2015; Gomber et al., 2018). Indicator for 
each variable will lowered from review literature conducted. For example, 
indicators For adoption digital payments can covers level use, intention For 
using, and factors pusher or inhibitor adoption (Ramus et al., 2018; Koenig-
Lewis et al., 2022). Indicator For security and privacy can covers practice 
implemented security, incidents data breaches, and perception consumer 
about risk ( Makhdoomi & Mehmood, 2019; Shayah & Tomar, 2022). For 
variable regulation and compliance, relevant indicators can covers 
framework applicable laws and regulations, level obedience provider 
services, and challenges in implementation regulations (Brito & Castillo, 
2013; Romānova et al., 2018). Temporary For inclusion finance, indicators 
like level access and use service digital finance, available infrastructure, and 
efforts For increase literacy digital finance can considered ( Ozili, 2018; 
Mazer & Rowan, 2021). Lastly, for variable interoperability, indicators like 
adopted standards and protocols, level compatibility between system 
payment, and effort For reach standardization can explored (Marquez- Barja 
et al., 2021; Ghurair et al., 2022). Framework conceptual This will help in 
organizing and analyzing findings from review literature in a way 
systematic. 

 
RESULTS AND DISCUSSION  
Trends System Digital Payments 
Growth Mobile Payments  

Mobile payments have experience growth fast in a number of year final. 
With increasing smartphone adoption breadth and improvement internet access, 
usage mobile payments become the more general. A number of studies show that 
transaction through application mobile payments are increasing in a way 
significant, reflecting change behavior increasingly consumers depend on 
technology This For convenience and speed transaction. A number studies show 
enhancement significant in adoption mobile payments among consumers ( Paypers, 
2021; Ramus et al., 2018). Factors like convenience usage, perceived usefulness, 
and perceived security become pusher main adoption mobile payments (Ramus et 
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al., 2018). Enhancement Smartphone penetration and internet connectivity are also 
increasing push growth payment through application mobile ( Paypers, 2021) 
Adoption Payment Without Touch (Contactless) 

Payment without touch has be one trend main in system digital payments, 
especially driven by need For reduce contact physique during COVID-19 
pandemic. Technology This possible consumer do payment with fast and safe only 
with get closer card or device they to the payment terminal. Technology such as 
Near Field Communication (NFC) and QR code have possible adoption payment 
without touch (contactless) which is safe and practical (Ghurair et al., 2022; 
Koenig-Lewis et al., 2022). During COVID-19 pandemic, adoption payment 
without touch increase fast Because reason hygiene and efficiency (Koenig-Lewis 
et al., 2022). 
Cryptography and Blockchain  

Use blockchain technology and cryptography in digital payment offers more 
security height and transparency in transaction. Blockchain makes it possible 
recording transactions that are not can transformed and decentralized, so reduce risk 
fraud. Cryptography, on the other hand, protects transaction data from no access 
valid. Blockchain technology offers solution decentralization, transparency, and 
more security tall in transaction finance (Natarajan et al., 2017; Kshetri, 2021). 
Although Still in stage beginnings, use of cryptocurrencies and payments 
blockchain -based continues develop and become trend in system digital payments 
( Kshetri, 2021). 
Cross-Border Payments and Digital Remittances  

Payment cross limits and digital remittances have experience significant 
progress, enabling more international fund transfers fast and cheap compared to 
method traditional. This is very useful for worker necessary migrants send money 
to family they are in their country of origin. In context globalization, payments cross 
border (cross-border) and digital remittances become the more important. With 
utilise digital technology, costs and times of transfers between countries can 
reduced in a way significant ( Ozili, 2018). However, challenges in matter 
regulation, security, and interoperability Still need overcome For facilitate payment 
cross smooth boundaries ( Brito & Castillo, 2013). 
 
Challenge System Digital Payments 
Data Security and Privacy  

Although technology digital payment offers various advantages, challenges 
fixed data security and privacy become attention main. Threat like hacking, fraud, 
and theft identity need system more security strict and technological advanced 
encryption For protect information sensitive user. Data security and privacy still 
become challenge main in system digital payments. With increasing amount online 
transactions and exchange of sensitive data, risks theft identity, fraud, and attacks 
cyber become more high ( Makhdoomi & Mehmood, 2019; Shayah & Tomar, 
2022). Adequate protection to threat This becomes very important For maintain 
trust consumers and sustainability system. 
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Regulation and Compliance  

Regulations may vary from country to country become obstacle in global 
adoption of the system digital payments. Obedience to regulation local and 
international need continuous effort from provider service For ensure that they No 
only obey law but also fulfilling standard specified security. Landscape regulations 
are complex and diverse in various jurisdiction become challenge separately for 
provider service digital payments in operation cross boundaries ( Romānova et al., 
2018). Regulators must guard balance between push innovate and protect 
consumers, as well ensure obedience to anti- money laundering regulations and 
Know Your Customer (KYC) requirements (Brito & Castillo, 2013). 

1. Inclusion Finance and Accessibility  
Inclusion finance still become challenges, especially in the regions remote 

and in between a population that does not own access to modern technology. Effort 
need improved For ensure that system digital payments can accessible to everyone, 
including those in deprived areas develop. Although system potential digital 
payments increase access finance for underpopulation underserved, challenge like 
infrastructure that does not adequate, limitations digital literacy, and high costs Still 
become barrier for part society ( Ozili, 2018; Mazer & Rowan, 2021). Effort For 
overcome gap This become priority for maker policy and industry. 
2. Interoperability and Standardization  

Lack of interoperability between various system digital payments can 
hinder more adoption wide. Standardization systems and protocols payment 
important For ensure that user can do transaction without obstacle between different 
platforms. With many method payment and provider Different services are required 
uniform standards and protocols For ensure compatibility and seamless integration 
in ecosystem complex digital payments (Marquez- Barja et al., 2021; Ghurair et al., 
2022). Collaboration between holder interest become key For overcome problem 
interoperability and standardization. 
 
Opportunities and Recommendations 
Innovation Technology  

Development technology new like intelligence artificial intelligence (AI) 
and the Internet of Things (IoT) can more increase efficiency and security system 
digital payments. Innovation This can create solution overpayment smart and 
integrated with life daily user. A number of researcher emphasize importance 
innovation technology, like adoption technology new like biometrics and 
technology identification, for increase security digital payments ( Mallat, 2007). 
Innovation technology is also needed For overcome challenge others, like 
interoperability and inclusion finance. 
Collaboration Between Stakeholders Interest  

Cooperation between government, sector private sector and institutions 
finances are very important For overcome challenge and exploit opportunity in 
digital payments. Collaboration This can create supporting ecosystem growth and 
adoption technology extensive digital payments. Collaboration between holder 
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interests, such as regulators, industry, and academia, are critical For facilitate 
development system sustainable digital payments (Dahlberg et al., 2022). 
Collaboration This can help overcome challenge like regulation, standardization, 
and interoperability 
Education and Literacy Digital Finance  

Increase literacy digital finance among public is key For ensure successful 
adoption. Comprehensive educational program can help user understand benefits 
and risks digital payments, as well method use it with safe. Effort For increase 
literacy digital finance among public become important For push adoption and use 
system digital payments more wide (Mazer & Rowan, 2021). Education and 
campaigns awareness can help increase understanding and trust to system digital 
payments. 
Supportive Policies and Regulations  

Formation supportive policies and regulations innovation and growth 
system digital payments without sacrifice security and privacy are very important. 
Government need create conducive environment for development technology this, 
while still protect interest consumer. Required supportive policies and regulations 
For facilitate development system digital payments that are safe, efficient, and 
inclusive (Brito & Castillo, 2013; Romānova et al., 2018). Adaptive regulation and 
approaches holistic can help guard balance between innovation and protection 
consumer. 

 
CONCLUSION  

1. This literature review show that although system digital payment offers Lots 
benefits and shows significant growth, still There is various necessary 
challenge overcome. With strong collaboration between various holder 
importance and focus on innovation, education, and appropriate regulation, 
systems digital payments can Keep going develop and deliver more 
contribution big to inclusion finance and efficiency economy. And 
Summary findings main Findings also from review literature This covers 
identification trend main in system digital payments, such as growth mobile 
payments, adoption payment without touch, use cryptography and 
blockchain, as well cross-border payments and digital remittances. Besides 
that's a challenge main problem faced covers data security and privacy, 
regulation and compliance, inclusion finance and accessibility, as well 
interoperability and standardization. Identified opportunities and 
recommendations covers innovation technology, collaboration between 
holder interests, education and literacy digital finance, as well supportive 
policies and regulations 

2. Evolution system digital payments have driven by usage increasingly 
technology increasing, especially in India (Sunil, 2023). Systems This has 
change the way money is transacted, with various available options, incl 
bank cards, mobile wallets, and methods internet based. However, worries 
about security and privacy also emerge ( BürkHolger, 1989). Although 
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challenges This there is, potential system digital payments in Internet 
commerce is huge. 

3. Study more carry on required For overcome problem security and privacy 
as well as For explore potency full from systems This. 

 
Limitations study  
One of limitations from study This is focus on review comprehensive literature but 
Possible not enough deep in explore every topic in detail. Besides that is, election 
included studies in review literature can influence results and findings obtained. 
 
Recommendation For study more carry on  
For study more further, recommended For do studies empirical or studies more 
cases deep about topics certain, like deep blockchain implementation system 
payments, strategies for increase inclusion finance, or challenge regulations in the 
jurisdiction the. 
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